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MACHINE LEARNING
TRACEBACK-ENABLED DECISION
RATIONALES AS MODELS FOR
EXPLAINABILITY

RELATED APPLICATIONS; INCORPORATION
BY REFERENCE

This application claims the benefit of U.S. Provisional
Patent Application 63/141,965, filed Jan. 26, 2021, which is
hereby incorporated by reference.

This application is related to U.S. Pat. No. 5,764,509,
titled “Industrial Process Surveillance System™; U.S. Pat.
No. 6,470,333, titled “Knowledge Extraction System and
Method™; and U.S. Pat. No. 7,281,112, titled “Method for
Storing Long-Term Performance Data in a Computer Sys-
tem with Finite Storage Space”, the entire contents for each
of which are incorporated by reference as if set forth in their
entirety.

TECHNICAL FIELD

The present disclosure relates to machine-learning mod-
els, ontologies, and applications. In particular, the present
disclosure relates to integrating traceback capabilities with
machine-learning techniques to explain and analyze model
behavior.

BACKGROUND

Machine-learning (ML) models may be used to automate
and/or guide decision making for a variety of applications.
As an example, ML-based ontologies may guide human-in-
the-loop situation awareness for supervisory control of mis-
sion-critical and safety-critical assets. As another example,
ML-based ontologies may analyze the behavior of system
parts, subsystems, and/or other components to detect
whether the components are properly functioning. An ML-
based ontology may reduce No-Trouble-Found (NTF)
replacements, which may in turn avoid significant, unnec-
essary replacement costs and/or system downtime.

One challenge with ML-based solutions is to provide
models that are highly explainable and interpretable. Many
ML models are integrated as black boxes that provide little
or no explanation of how a given output was derived from
a given set of inputs. Explainability is particularly difficult
with certain types of ML models, such as neural networks
and support vector machines, that use stochastic optimiza-
tion of the weights and/or other model parameters. When an
ML-based solution has limited explainability, it may not be
feasible for outside agents to determine the decision paths
that led to events with poor or successful outcomes.

The approaches described in this section are approaches
that could be pursued, but not necessarily approaches that
have been previously conceived or pursued. Therefore,
unless otherwise indicated, it should not be assumed that any
of the approaches described in this section qualify as prior
art merely by virtue of their inclusion in this section.

BRIEF DESCRIPTION OF THE DRAWINGS

The embodiments are illustrated by way of example and
not by way of limitation in the figures of the accompanying
drawings. It should be noted that references to “an” or “one”
embodiment in this disclosure are not necessarily to the
same embodiment, and they mean at least one. In the
drawings:
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FIG. 1 illustrates an example Classification-Assessment-
Resolution-Enactment (CARE) loop in accordance with
some embodiments;

FIG. 2 illustrates an example system for orchestrating a
deep learning architecture that integrates the execution of
multiple decision-making loops in accordance with some
embodiments;

FIG. 3 illustrates a set of operations for generating deci-
sions and trace-back enabled rationales in accordance with
some embodiments;

FIG. 4 illustrates a rationale data model in accordance
with some embodiments;

FIG. 5 illustrates an example data structure for capturing
a human-in-the-loop rationale in accordance with some
embodiments;

FIG. 6 illustrates a set of operations for generating expla-
nations in response to queries in a manner that allows for
different levels of details in accordance with some embodi-
ments;

FIG. 7 illustrates a query data model in accordance with
some embodiments;

FIG. 8 illustrates follow-up query data models in accor-
dance with some embodiments;

FIG. 9 illustrates a set of operations for generating con-
trafactual and contrastive explanations for end users in
accordance with some embodiments;

FIG. 10 illustrates a counterfactual query structure in
accordance with some embodiments;

FIG. 11 illustrates a contrastive query structure in accor-
dance with some embodiments; and

FIG. 12 is a block diagram that illustrates a computer
system upon which one or more embodiments may be
implemented.

DETAILED DESCRIPTION

In the following description, for the purposes of expla-
nation, numerous specific details are set forth in order to
provide a thorough understanding. One or more embodi-
ments may be practiced without these specific details. Fea-
tures described in one embodiment may be combined with
features described in a different embodiment. In some
examples, well-known structures and devices are described
with reference to a block diagram form in order to avoid
unnecessarily obscuring the present invention.

1. GENERAL OVERVIEW

2. DECISION LOOP ARCHITECTURE AND SYSTEM

INTEGRATION
3. TRACEBACK-ENABLED DECISION RATIONALE
DATA MODEL AND CONSTRUCTION
4. QUERYING RATIONALE DATA STRUCTURES
5. RECORDED EXPLANATIONS AND MACHINE-
LEARNING APPLICATIONS
6. COMPUTER NETWORKS AND CLOUD NET-
WORKS
. MICROSERVICE APPLICATIONS
. HARDWARE OVERVIEW
. MISCELLANEOUS; EXTENSIONS

Relie i |

1. General Overview

Techniques are described herein relating to traceback
decision rationales in machine-learning (ML )-based ontolo-
gies including ontologies that leverage ML processes as a
decision support aid for humans-in-the-loop. The techniques
may be used in post-event analysis to reconstruct decision
rationales that identify what information was presented via
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ML to humans-in-the-loop and what information led to the
decision sequence that resulted in a successful or cata-
strophic outcome. The techniques may further be used to
determine whether alternative rationales and/or criteria were
considered by the M. model, why the alternative rationales
and/or criteria were not selected, and whether the outcome
was caused by human operator error or an automated
process. Thus, the techniques may provide a retrospective
interpretation for the functioning of an ML-based ontology.

In some embodiments, the techniques include generating
a record of a decision sequence leading to an outcome in a
manner that is backward and/or forward trackable. Users
may submit queries against the record for explanations of a
particular outcome, including direct queries (“Why did an
outcome occur?”), counterfactual queries (“Why not X?”)
and contrastive queries (“Why was X not considered?”).
Additionally or alternatively, queries may be submitted
against the record to explore explanations in greater depth
and varying levels of granularity guided by the quantitative
traceback capabilities of the ML-based ontologies described
herein.

In some embodiments, the record of a decision sequence
includes a set of one or more decision rationales. A decision
rationale may be generated as a function of traces, log
records, and/or other metadata produced by one or more ML,
processes. The decision rationales may be stored and queried
by subsequent users seeking rigorous explanations for pur-
poses of propagating systems engineering designs that sup-
port optimal situation awareness (SA) for human-in-the-
loop supervisory control and for learning from failures to
avoid similar events or catastrophes in future generations of
human-controlled complex engineering systems. When a
query to explain an outcome is received, a set of one or more
decision rationales satisfying the query may be identified. A
query response may then be generated and returned based at
least in part on the set of one or more decision rationales.
The response may include answers and/or reasons to one or
more direct questions, counterfactual questions, and/or con-
trastive questions.

In some embodiments, the decision rationales may be
used to determine whether a particular outcome was caused
by human operator error or one or more parameters associ-
ated with a machine-learning model. The decision rationales
may be analyzed to determine the outputs and decisions of
a ML model, if any, associated with the situation. A human
operator error may be involved in various scenarios such as:

The output of the ML model did not include any alarms

and/or other alert signals, and a human operator unnec- ¢

essarily performs an accident-avoidance action and/or
unnecessarily shutdowns an asset and/or process that
was not induced by guidance from the ML processes;
The output of the ML, model generated an alarm for one

or more monitored traces, and a human operator did not

perform evasive or mitigating actions; and/or

The output of the ML, model generated an alarm for one
or more monitored traces, and a human operator per-
formed a wrong evasive or mitigating action.

In some embodiments, the runtime generation of decision
rationales is agnostic to the internal architectural features of
the ML algorithm. One advantage of separating concerns is
that the explainability and the overall explanation frame-
work is independent of the sources of the decision rationales.
Thus, the ML algorithms may be updated and/or otherwise
modified without requiring changes to the explanation
framework.
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One or more embodiments described in this Specification
and/or recited in the claims may not be included in this
General Overview section.

2. Decision Loop Architecture and System
Integration

In some embodiments, the techniques described herein
are used to explain and optimize artificial intelligence (Al)
driven human-in-the-loop supervisory control systems. An
Al-driven human-in-the-loop supervisory control system
may include a set of one or more ML models that guide a
decision-making process associated with operating or apply-
ing a complex system. The output of the model may be used
to automate some decisions and/or enhance a user’s ability
to make informed decision. In the context of an aviation
system, for instance, ML, models may be deployed to ana-
lyze patterns in various relevant metrics, such as altitude,
airspeed, rate of climb or descent, pitch, yaw, roll, and/or
other attributes. The Al-driven system may recommend
and/or automate certain actions based on learned correla-
tions and/or other patterns associated with the metrics. As an
example, the system may recommend or automate a change
in airspeed, pitch, yaw, or roll to avoid a sudden stall. The
Al-driven system may detect and expose patterns to guide
actions in a manner that would not be feasible for the pilot
to perform in real-time given the vast amount of signals the
system generates. The Al-driven system may be used for
guiding decisions with respect to assets other than aircraft
including bridges, manufacturing plants, nuclear power
plants, and server systems.

The Al-driven system may include a closed-loop deep
learning architecture to guide a decision-making process. An
example of a closed-loop deep learning system is the Clas-
sification-Assessment-Resolution-Enactment (CARE) loop.
FIG. 1 illustrates CARE loop 100 in accordance with some
embodiments. CARE loop 100 comprises a set of nodes,
including monitoring agents 102, facts manager 104, per-
ceptions manager 106, hypotheses manager 108, and direc-
tives manager 110. Each node may correspond to one or
more processes and/or hardware components that receives
input from one or more other nodes and generates an output.
The nodes may be interconnected to form a closed loop. In
other embodiments, CARE loop 100 may include more or
fewer components than the nodes illustrated in FIG. 1.
Nodes illustrated in FIG. 1 may be executed by components
that are local to or remote from each other. The nodes
illustrated in FIG. 1 may be implemented in software and/or
hardware. Each node may be distributed over multiple
applications and/or machines. Multiple nodes may be com-
bined into one application and/or machine. Operations
described with respect to one node may instead be per-
formed by another node.

In some embodiments, the loop architecture includes
monitoring agents 102 that collect raw data from the outside
world. Monitoring agents 102 may include devices, mod-
ules, or subsystems that capture metrics relevant to an asset.
Example monitoring agents 102 may include sensors, actua-
tors, embedded controllers, and/or other mechanisms. Moni-
toring agents 102 may generate time-series signals, also
referred to herein as monitored traces, that include sample
values for various attributes of an asset. For instance, a
computing system may include sensors that measure central
processing unit (CPU) utilization, CPU temperature,
memory throughput, input/output (I/O) operations per sec-
ond, network latency, storage consumption, and/or other
metric values. As another example, a nuclear reactor may
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include sensors that measure core damage frequency (CDF),
large early release frequency (LERF), residual heat removal,
power changes, and/or other metric values. The metric
values and other time-series data that are captured by a
monitored trace may vary from implementation to imple-
mentation.

In some embodiments, the raw sensor data output by
monitoring agents 102 serves as input to facts manager 104.
One or more trained ML. models may be applied to classify
the facts. The trained models may be deterministic in nature,
such as the Multivariate State Estimation Technique
(MSET) described in U.S. Pat. No. 5,764,509, titled “Indus-
trial Process Surveillance System”, previously incorporated
by reference. Additionally or alternatively, other trained ML
models may be applied to classify facts into perceptions.
Other example ML models may include decision trees,
support vector machines, and auto-associative memory
models including auto-associative neural networks, auto-
associative kernel regression, and auto-associative MSET.
The trained ML model(s) may transform the facts into a
perception based on learned patterns in the raw sensor data,
such as correlation patterns between different sensor signals
and patterns within individual signals themselves. A percep-
tion may represent an estimate of the current health of an
asset, subsystem of an asset, or individual component
therein. For example, an ML model may be applied to a set
of input facts to generate an output that indicates whether a
target resource is operating normally or experiencing a
problem. The ML model may output of alarm, also referred
to herein as an alert signal, if the monitored traces exhibit
anomalous behavior indicative of a problem that is predicted
to benefit from human assessment. The ML model may
prioritize which anomalous problems are brought to the
attention of the human user to minimize cognitive overload
and reduce false alarms.

In some embodiments, the classified facts representing
perceptions serve as input to perceptions manager 106.
Although not illustrated, facts may also server as input to
perceptions manager 106. Perceptions manager 106 may
apply one or more trained ML models to transform the input
perceptions and/or facts to hypotheses. Example ML models
for assessing perceptions to generate hypotheses may
include a Bayesian belief network, a least-squares optimi-
zation model, a regression of solutions model, and an MSET
sequential probability tests (MSET-SPRT) model. Hypoth-
eses represent predictions of the causes contributing to or
explaining one or more facts or perceptions. For example, if
CPU performance is degrading unexpectedly, a correspond-
ing hypothesis may predict the likelihood that a particular

component is contributing to the degradation. Thus, a set of 3

hypotheses may provide possible causes that explain a
perceived situation. A set of hypotheses may include alter-
native hypotheses corresponding to different possible expla-
nations for a perceived situation.

In some embodiments, the assessed perceptions represent-

ing hypotheses serve as input to hypotheses manager 108.
Additionally or alternatively, facts and/or perceptions may
serve as input to hypotheses manager 108. Hypotheses
manager 108 may apply one or more trained ML models to
transform the input hypotheses, perceptions, and/or facts to
generate directives. Example ML models for predicting
directives for a given set of hypotheses, perceptions, and/or
facts may include a Bayesian belief network with decision
and payoff/cost nodes, also referred to as Influence Dia-
grams, Dempster-Shaffer models, decision trees, and prog-
nosis of remaining useful life models. Directives represent
actions that are predicted to address, ameliorate, or other-
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wise resolve a perceived situation. For example, if CPU
performance is assessed to be degrading because of a
software component, then a directive may predict that a
patch of the software resource may help resolve the situa-
tion. The directives that are generated may vary depending
on the perceptions, hypotheses, and training of the applied
ML models. A set of directives may further include alterna-
tive actions that are predicted as potential resolutions to a
perceived situation. An ML model may assign probabilities
to each action based on the predicted likelihood that it
resolves a situation.

In some embodiments, the predicted resolutions serve as
input to directives manager 110. Facts, directives, and/or
hypotheses may also serve as input to directives manager
110. Directive manager 110 may transform directives into
actions in the outside world. Directive manager 110 may
apply control structures, which may be encoded in scripts,
plans, workflows, processes, and/or other executable code.
In some cases, the enactment of a directive may be contin-
gent on the capturing of new facts, and fact manager 104
may be notified to monitor for the collection of additional
facts in a timely manner. A set of directives may dictate
when anomalous behavior should be addresses through
automated channels, ignored, or brought to the attention of
a human operator, such as through an alert signal.

In some embodiments, enacting a directive affects the
environment, which may or may not resolve a situation. If a
single cycle through the loop illustrated in FIG. 1 is insuf-
ficient to reach a definitive decision, then the cycle may be
repeated to obtain additional information until the final
decision is reached. For example, if a directive is enacted,
then additional facts may be gathered to determine if the
perceived situation has improved or worsened. Based on the
newly received facts, the classification step may determine
if there are any actionable perceptions to be created or
updated. If new perceptions are created or updated, then the
set of hypotheses and/or directives may also be updated with
additions and/or changes. Thus, the decision making may be
a cyclic process in which a decision is progressively reached
by a series of analysis steps.

In some embodiments, directive manager 110 determines
whether to involve a human or not to enact an action. To
avoid cognitive overload, directive manager 110 may limit
the involvement of human operators to specific scenarios,
which may be determined by the control structures previ-
ously mentioned. For instance, the ML, models may assign
a risk or opportunity rating to perceived situations, hypoth-
eses and/or directives. Directive manager 110 may then
involve a human operator only in scenarios where the
severity of a perceived situation has been classified as severe
or high risk, where the severity is determined as a function
of the assigned risk and/or opportunity rating. Directive
manager 110 may present a set of one or more recommended
actions to a human operator in a compact, qualitative lan-
guage to allow for quick assessment and decision-making by
the human operator. If the severity is less than a threshold,
then directive manager 110 may enact an action without any
human supervision.

In some embodiments, a system may integrate multiple
Al-powered decision loops at varying levels of granularity.
FIG. 2 illustrates an example system for orchestrating a deep
learning architecture that integrates the execution of mul-
tiple decision-making loops in accordance with some
embodiments. System 200 may include more or fewer
components than illustrated in FIG. 2. Components illus-
trated in FIG. 2 may be executed by components that are
local to or remote from each other. The components illus-
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trated in FIG. 2 may be implemented in software and/or
hardware. Each component or node may be distributed over
multiple applications and/or machines. Multiple nodes may
be combined into one application and/or machine. Opera-
tions described with respect to one node may instead be
performed by another node.

System 200 includes a plurality of nodes, such as node
202a-b. A node may correspond to an asset, subsystem,
component, and/or other resource that are subject to deci-
sion-making processes and control systems. The plurality of
nodes may be associated with a hierarchical relationship,
which may be defined within a system topology. For
example, a parent node may correspond to a self-driving
automobile with a human supervisor. Children nodes may
include various subsystems, such as a braking subsystem,
steering subsystem, engine subsystem, etc. Other assets,
such as aircraft and nuclear power plants, may have different
nodes and subsystems. Each of the subsystem nodes may
have their own children representing other components of
the subsystem that are subject to decision-making loops.

Sensors 204a-d may include devices, modules, or sub-
systems that capture metrics relevant to the health, perfor-
mance, and/or other attributes of a node. Although only two
sensors and nodes are illustrated in FIG. 2, the number of
nodes and sensors-per-node may vary depending on the
particular implementation. As previously noted, the metric
values and other time-series data that are captured by the
sensors may vary from implementation to implementation.

In some embodiments, sensors 204a-d provide input
observations to a set of CARE loops, triggering CARE loop
activity 206a-d. CARE loop activity 206a-d may execute in
parallel on different nodes to coordinate various supervised
and/or unsupervised decisions within the system. For
instance, various CARE loops in a self-driving automobile
may control decisions regarding when and how to apply
braking, acceleration, steering, and/or control mechanisms.
In other systems and subsystems, the decisions that are made
through CARE loop activity 206a-d may differ. Nodes
202a-b may include traces that produce log records and/or
other metadata that tracks CARE loop activity 206a-d.

In some embodiments, the decisions made through the
activity of one or more CARE loops may serve as input to
one or more other CARE loops. For example, a decision to
enact an action within a subsystem may be fed as input to
another CARE loop, which may affect the decision-making
activity within the loop. Each node may include a CARE
loop manager, such as CARE loop manager 208a-b, to
coordinate execution of the CARE loop activity within the
node.

In some embodiments, resource manager 210 manages :

resources within system 200. For example, resource man-
ager 210 may instantiate CARE loop managers in each node.
Once instantiated, CARE loop manager 208a-b may manage
CARE loop activity within the node, as previously men-

tioned, and report decisions to resource manager 210. Addi- :

tionally or alternatively, resource manager 210 may enact
directives based on the reported CARE loop activity. For
example, resource manager 210 may invoke or control a
node’s access to certain control systems to enact actions,
such as applying patches, bringing a subsystem offline or
online, and sending control signals to system components.

In some embodiments, orchestration engine 212 monitors
the status of each CARE loop within system 200. CARE
loop manager 208a-b and CARE loop activities 206a-d may
provide orchestration engine 212 with trace data and meta-
data including perceptions, hypotheses, and directives.
Orchestration engine 212 may add links to the data to
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generate rationale data structures that identify what CARE
loop activity led to a particular outcome.

In some embodiments, components of system 200, such
as CARE loop manager 208a-b and CARE loop activities
206a-d. store data within data repository 216. Data reposi-
tory 216 may be any type of storage unit and/or device (e.g.,
a file system, database, collection of tables, or any other
storage mechanism) for storing data. Further, data repository
216 may include multiple different storage units and/or
devices. The multiple different storage units and/or devices
may or may not be of the same type or located at the same
physical site. Further, data repository 216 may be imple-
mented or may execute on the same computing system as
one or more other components of system 200. Alternatively
or additionally, data repository 216 may be implemented or
executed on a computing system separate from one or more
components of system 200. Data repository 216 may be
communicatively coupled to other system components via a
direct connection and/or via a network.

In some embodiments, data repository 216 includes a
bitemporal (or multitemporal) database. A bitemporal data-
base may facilitate handling of CARE loop activity along
multiple timelines by allowing system 200 to rewind the
CARE loop activity to the data as it was recorded to the most
accurate data currently known. Bitemporal modeling may
further store timestamps identifying when CARE loop data
was changed, if at all, and data indicating a reason for the
change.

Client 218 may access components of system 200, such as
orchestration engine 212, through client interface 214. A
“client” in this context may be a human user, such as an
administrator, a client program, or some other application
interface. A client may execute locally on the same host one
or more other components or may execute on a different
machine. If executing on a different machine, the client may
communicate according to a client-server model, such as by
submitting Hypertext Transfer Protocol (HTTP) requests
invoking one or more of the services and receiving HTTP
responses comprising results generated by one or more of
the services.

Client interface 214 provides a user interface for inter-
acting with system 200. For example, client interface 214
may include a graphical user interface (GUI), an application
programming interface (API)., a command-line interface
(CLI) or some other interface through which client 218 may
submit requests and/or receive data. In some embodiments,
client interface 214 provides an interface through which
client 218 may submit queries against the CARE loop trace
data and metadata to determine the rationales leading to a
particular outcome. Techniques for querying the data are
described further in Section 4, titled “Querying Rationale
Data Structures.”

Client interface 214 may provide various user interface
elements to facilitate the formation, editing, and/or submis-
sion of queries as well as viewing, navigating, and/or
otherwise processing query responses. Client 218 may ren-
der user interface element items provided through client
interface 214. For example, a client may be a browser,
mobile app, or application frontend that displays user inter-
face elements for submitting queries and navigating query
responses. Examples of user interface elements include
checkboxes, radio buttons, dropdown lists, list boxes, but-
tons, toggles, text fields, date and time selectors, command
lines, sliders, pages, and forms.

Components of system 200 may be implemented on one
or more digital devices. The term “digital device” generally
refers to any hardware device that includes a processor. A
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digital device may refer to a physical device executing an
application or a virtual machine. Examples of digital devices
include a computer, a tablet, a laptop, a desktop, a netbook,
a server, a web server, a network policy server, a proxy
server, a generic machine, a function-specific hardware
device, a hardware router, a hardware switch, a hardware
firewall, a hardware firewall, a hardware network address
translator (NAT), a hardware load balancer, a mainframe, a
television, a content receiver, a set-top box, a printer, a
mobile handset, a smartphone, a personal digital assistant
(“PDA™), a wireless receiver and/or transmitter, a base
station, a communication management device, a router, a
switch, a controller, an access point, and/or a client device.

In some embodiments, one or more components of system
200 are exposed through a cloud service or a microservice.
A cloud service may support multiple tenants, also referred
to as subscribing entities. A tenant may correspond to a
corporation, organization, enterprise or other entity that
accesses a shared computing resource. Different tenants may
be managed independently even though sharing computing
resources. For example, different tenants may have different
account identifiers, access credentials, identity and access
management (IAM) policies, and configuration settings.
Additional embodiments and/or examples relating to com-
puter networks and microservice applications are described
below in Section 6, titled “Computer Networks and Cloud
Networks,” and Section 7, titled “Microservice Applica-
tions.”

3. Traceback-Enabled Decision Rationale Data
Model and Construction

In some embodiments, system 200 generates rationale
data structures with traceback capabilities. The rationale
data structures may be used to determine the sequence of
decisions in a human-in-the-loop, machine-learning guided
process that leads to an outcome, whether successful or
catastrophic, including the logic behind the decisions, how
a human was guided by machine-learning processes, what
decisions the human made with respect to the guidance, and
how the human decisions and output of the machine-learn-
ing models affected the final outcome. The rationale data
structure may include links that allow systems and users to
navigate backwards in time from the outcome to analyze
CARE loop activity at varying levels of granularity includ-
ing CARE loop activity executing on different nodes. The
rationale data structures may further capture alternative
proposals, hypotheses, and directives that were analyzed and
the reasons that the alternatives were not implemented.

FIG. 3 illustrates a set of operations for generating deci-
sions and trace-back enabled rationales in accordance with
some embodiments. One or more operations illustrated in
FIG. 3 may be modified, rearranged, or omitted all together.
Accordingly, the particular sequence of operations illus-
trated in FIG. 3 should not be construed as limiting the scope
of one or more embodiments.

Referring to FIG. 3, the process includes generating and
storing background data for a decision (operation 302). In
some embodiments, the background data may include a set
of one or more goals for making decisions. A goal may
identify a desired system state or performance. For example,
a goal may be to maintain CPU utilization below 90% within
a server appliance. ML, processes may make decisions to
manage and allocate resources to satisfy the goal.

Additionally or alternatively, the background data may
include a set of criteria to guide the decision-making pro-
cesses. Criteria may define parameters, including rules and
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conditions, for making decisions. For instance, a criterion
may specify a regulatory rule for operating a particular asset.
The ML processes may avoid automating or recommending
actions that violate the regulatory constraints and may
otherwise conduct CARE loop activity in a manner that
satisfies the specified criteria.

Additionally or alternatively, the background data may
include context data to guide decisions. Context data may
include external inputs that affect CARE loop activity. For
example, context data may include scientific principles
and/or formulas that affect the output of an ML model within
a CARE loop. Other context data may include signals from
external sources external to system 200, such as recent
events or other data that establishes a background context
for the decision-making processes.

Once the background data has been established, the
process collects sensor data and/or other observations (op-
eration 304). As previously mentioned, a decision-making
loop may receive sensor measurements from multiple
sources. Additionally or alternatively, a decision-making
loop may receive other inputs, such the actions, if any,
enacted as a result of another decision-making loop and the
outcome of the actions.

The process further classifies facts to derive a set of
perceptions (operation 306). In some embodiments, facts are
classified by applying a trained ML model, such as an
auto-associative MSET model, to the set of input facts. In
other embodiments, a human supervisor may override the
classification or otherwise assign a classification to the set of
input facts. A perception may represent a compact interpre-
tation of a set of facts that allow an end user to quickly gain
insights into characteristics of an evolving situation. For
instance, a perception may be a statement of a problem that
was encountered. In this case, a perception may correspond
to a proposal that potentially requires action to address. The
other steps in the decision-making loop may determine
whether or not to enact a directive to address the problem.

The process next stores proposal data that includes per-
ceptions obtained through classifying the facts (operation
308). For example, a proposal may include a statement of a
perceived problem. Additionally or alternatively, a proposal
may include a proposed action to address the problem. The
proposal data may indicate whether it was generated by a
human user or by an ML model. In the latter case, the
proposal data may indicate the ML, model parameters that
were applied to the input facts to generate the proposal.

In some embodiments, the process assesses the percep-
tions to derive a set of hypotheses (operation 310). The
perceptions may be classified by applying a trained ML
model, such as MSET-SPRT, to a set of perceptions. In other
embodiments, a human supervisor may override an assess-
ment or otherwise manually assess a set of perceptions. A
hypothesis may represent a proposed explanation for a
perceived situation, such as the underlying cause of a
problem or set of problems.

The process further stores hypotheses and review data
obtained through assessing the perceptions (operation 312).
For example, the review data may include a statement
indicating a hypothetical reason for a detected problem
within system 200. The review data may indicate whether it
was generated by a human user or by an ML model. In the
latter case, the review data may indicate the ML model
parameters that were applied to the input perceptions to
generate the hypotheses.

In some embodiments, the process determines whether
the decision is complete (operation 314). A directive may be
generated as a function of the hypotheses, proposals, and/or
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facts. A directive may fully address a perceived situation or
may only partially address the problem. A directive may
include a plan for gathering additional facts rather than
directly resolving the situation or explicitly indicate that the
issue will not be addressed and will be closed. If more
observations are to be gathered, then the process returns to
operation 304 to continue the decision-making process
including generating corresponding trace data.

Once the decision is complete, the process executes the
corresponding directives, if any (operation 316). As previ-
ously mentioned, executing a directive may include execut-
ing one or more actions, such as sending control signals,
applying patches, etc. The actions may be fully automated in
some circumstances. In other cases, a directive may involve
presenting an alert and/or recommendation to a human-in-
the-loop. The human may then determine whether to enact
the recommended action, ignore the action or alert, or pursue
another action to address a perceived situation.

The process further stores a justification for the executed
directives (operation 318). The justification may link the ML
model outputs including the perceptions, hypotheses, and
recommended directives to the enacted directives. The jus-
tification may indicate whether the ML models triggered any
alerts, including any recommended actions, and if a human-
in-the-loop addressed or ignored the alerts. The justification
may further indicate what MIL-based automated actions were
taken and what human-directed actions were taken to
address a perceived problem.

FIG. 4 illustrates rationale data model 400 in accordance
with some embodiments. Rationale data model 400 may be
generated based on trace data, log records, and metadata
associated with a human-in-the-loop machine-learning
guided process. Rationale data model 400 includes collabo-
ration node 402 representing a collaboration for which one
or more decisions are made. The collaboration and associ-
ated sequence of decisions may result in a successful,
partially successful, neutral, or unsuccessful outcome. Col-
laboration node 402 is linked to rationale node 404, which
may represent a rationale for one or more decisions made
during the machine-learning guided process. A rationale for
one decision may depend on one or more rationales asso-
ciated with other decisions. Thus, rationale data model 400
may define a hierarchical relationship between different
decisions made during a collaboration.

Rationale node 404 is linked to context node 408, pro-
posal node 410, criterion node 412, and goal node 416.
Context node 408 stores context data, such as scientific
principles and formulas, that are relevant to the decision-
making process. Proposal node 410 includes recommended

and alternative proposals for addressing a perceived situa- 3

tion. Criterion node 412 and goal node 416 include store
additional background data used to guide decisions. Crite-
rion 412 node may be linked to intent node 414 that defines
intended constraints to be enforced during the decision-

making process. Review node 406 includes assessments of

the proposals based on the context data and specified crite-
ria.

FIG. 5 illustrates example data structure 500 for capturing
a human-in-the-loop rationale in accordance with some
embodiments. With a human-in-the-loop ontology, a human
may be involved in the decision-making process, including
the classification of a situation and the assessment of pro-
posals. In other cases, the agent may be a non-human user,
such as an external application, system or service. As
illustrated, agent 500 is recorded as participating in the
collaboration, represented by collaboration node 506.
Review node 504 is linked to agent node 502 to identify
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whether a particular assessment of a proposal was performed
by a human user or an ML process. Agent node 502 may also
identify which human user performed the assessment in a
multi-user system. The attribution is traceable through ratio-
nale node 508. Thus, the record may be used to track how
the contribution of an agent affected the situation outcome,
if at all. For example, the decisions of an agent decisions
may be tracked to determine whether they followed the
ML-guidance, ignored the ML-guidance or alerts, took
action even though there were no ML-generated alert sig-
nals, or took a different course of action than recommended
by the ML model.

4. Querying Rationale Data Structures

The rationale data models and structures described herein
allow for decision sequences to be explainable to humans
with little computational overhead. System 200 may lever-
age the data structures to generate on-demand explanations
for a particular outcome. Additionally or alternatively, the
data structures may be queried to drill-down into more detail
about why and how decisions were made, why alternatives
were not enacted and/or considered, what decisions are
attributable to a human user, and what ML-generated alerts
were presented to the human user.

In some embodiments, queries for explanations of an
outcome may be submitted to system 200. The queries may
originate from a client application, which may be remote
(e.g., a browser or web app) or local (e.g., a desktop app) to
the system. In some cases, the users may be associated with
a role, such as a regulatory agency, stakeholder, or system
developer, which may be interested in determining how an
outcome occurred to propagate good systems engineering
designs that support optimal system administration for
human-in-the-loop supervisory control and/or to learn from
failures to be able to avoid similar events or catastrophes in
future generations of human-controlled complex engineer-
ing systems. Other classes of roles may also be assigned to
a user depending on the particular implementation.

In some embodiments, generating a query response
includes identifying and isolating the relevant rationales. A
process for executing the query may search for rationales
that match the query as well as satistying criteria, such as
confidentiality conditions. Once the most relevant rationales
are found, the process may generate an explanation for each
of the roles and types of query. When an end user, such as
an ML customer, requests the reason for a particular deci-
sion, the most relevant elements/attributes of the rationale
data structure may be included/presented in the query
response. For example, the end user may be shown the
decision itself, the fundamental goal that was specified to be
achieved, and the precise quantitative reasoning behind the
recommendation. To reduce cognitive overload, lower-level
technical details may be hidden from the end user. In some
cases, the technical details may not be publicly available to
the end user and subject to confidentiality conditions. In
other cases, the end user may be given an option to drill
down into the technical and more quantitative details asso-
ciated with the rationale.

FIG. 6 illustrates a set of operations for generating expla-
nations in response to queries in a manner that allows for
different levels of details in accordance with some embodi-
ments. One or more operations illustrated in FIG. 6 may be
modified, rearranged, or omitted all together. Accordingly,
the particular sequence of operations illustrated in FIG. 6
should not be construed as limiting the scope of one or more
embodiments.
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Referring to FIG. 6, the set of operations includes receiv-
ing a query for a rationale relating to an outcome (operation
602). As previously noted, the query may be submitted
through a web or application interface.

Responsive to receiving the query, the process searches
for relevant decision(s) and matching rationale(s) (operation
604). For instance, the process may identify collaboration
node 402 that is associated with a particular outcome. The
process may then extract one or more rationales from
rationale node 404 and identify which rationales are relevant
to the particular outcome. A rationale may be determined to
be relevant if it directly or indirectly contributed to the
outcome.

The process further retrieves data relevant to an end user
based on the matching rationale(s) (operation 606). For
example, the process may retrieve the goal, recommended
proposal, and/or a justification for enacting a recommended
proposal. In some cases, a sequence and/or hierarchy of
decisions may have led to an outcome. The process may
select the relevant data for the most recent or top-level
rationale or may retrieve this data for each decision in the
sequence.

In some embodiments, the process generates a natural
language response to the query based on the retrieved data
(operation 608). The query response may include a natural
language description of the goal, proposal, directive enacted,
and/or justification for the enacted directive. For example,
the query response may include a problem statement relative
to the goal, such as “CPU utilization is above 90% for longer
than a threshold timeframe”. The query response may fur-
ther include a hypothesis and justification for enacting a
directive, such as “The number of new database sessions
increased significantly in the same timeframe”, and a state-
ment describing the directive such as “New requests were
routed to another server.” In some embodiments, the query
response may indicate what decision were made and/or
actions enacted by an ML, model and a human user, if any.
The process may use an NLP engine to generate a natural
language query response. Low-level quantitative details,
such as ML, model weights, statistical computations, and/or
other technical details may be omitted from the initial query
response. Access to these details may be restricted to protect
confidentiality. If the user has appropriate system privileges,
then the user may be given the option to drill down into the
technical details.

In some embodiments, the process determines whether
the user is satisfied with the query response (operation 610).
Client interface 214 may present an option to submit addi-
tional queries and/or drill-down into the technical details
behind a decision rationale.

In some cases, if the user is not satisfied with a query
response, then the process identifies related rationales (op-
eration 612). For example, the process may traverse links
with rationale data model 400 to one or more rationales upon
which the current rationale depends and/or to one or more
related reviews. The process may return to operation 608 to
present the relevant data for the next rationale in a decision
hierarchy or decision sequence. If the user is still not
satisfied, then the process may continue to drill down until
there are no remaining decision rationales that led to the
outcome.

Once the user is satisfied with a query response, then the
explanation is recorded (operation 614). The explanation
may include the relevant data, such as the goal, proposal,
and justification returned in the query response.

FIG. 7 illustrates query data model 700 in accordance
with some embodiments. Query data model 700 illustrates
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the relevant elements of the rationale data model that may be
used to form a query response. When a query is received, the
process may identify matching rationale 702 and traverse the
links to identify goal 704, proposal 706, review 708, and
criterion 710. Data may be extracted from the relevant
attributes and used to form a natural language query
response as previously described. In other embodiments, the
relevant attributes in the query model may differ. For
example, query model 700 may traverse the links to identify
an agent and context associated with a rationale, which may
be used to formulate the query response.

FIG. 8 illustrates example follow-up query data models in
accordance with some embodiments. If the end user is not
satisfied with the rationales-deducted explanation, then the
user may submit one or more follow-up queries for further
elaboration and explanation. In some embodiments, a pro-
cess may systematically follow links to other reviews and/or
rationales. For example, follow-up query model 800 depicts
review 802, which cites other related reviews and context
804. When the follow-up query is received, the process
follows the links to identify and present other justifications
for the proposal. Follow-up query model 806 depicts ratio-
nale 808 which depends on other rationales and recommends
proposal 810. The process may examine details about the
recommendation following the “consists of” links and other
rationales following the “depends on” link.

The query process may further allow users to submit
contrastive and contrafactual queries to examine what alter-
natives were considered in the decision-making process,
either by ML processes and/or human users, and why
alternative proposals were not implemented. FIG. 9 illus-
trates a set of operations for generating contrafactual and
contrastive explanations for end users in accordance with
some embodiments. One or more operations illustrated in
FIG. 9 may be modified, rearranged, or omitted all together.
Accordingly, the particular sequence of operations illus-
trated in FIG. 9 should not be construed as limiting the scope
of one or more embodiments.

Referring to FIG. 9, the process generates a response to a
query for a decision rationale leading to an outcome (opera-
tion 902). The query response may be generated in accor-
dance with operations 608 to 610 depicted in FIG. 6.

The process next determines whether the end user is
satisfied with the response (operation 904).

In some cases, if the user is not satisfied, then the user
submits a query to determine whether an alternative was
considered (operation 906). For example, if an application
was terminated due to address poor CPU performance in a
server, then a user may query whether directing traffic to
another server. The alternative proposal may have been
considered and rejected, enacted but did not resolve the
problem, or not considered at all. The process may analyze
the alternative to determine whether it was considered
during the ML-guided decision-making process and, if so,
whether a human-in-the-loop assessed the proposal.

If the alternative was considered, then the process deter-
mines a reason the alternative was not implemented (opera-
tion 908). For example, the process may determine whether
the alternative was presented to an end user and whether the
end user pursued a different course of action. Additionally or
alternatively, the process may determine how an ML model
assessed a proposal and why the ML model did not enact the
proposal. In some cases, the ML model may have estimated
that the proposal was less likely to achieve a goal than the
enacted proposal or violated a criterion. The process may
analyze the quantitative outputs of MSET-SPRT and derive
the inputs since MSET uses deterministic modelling to
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generate estimates. Thus, the reason a proposal was not
selected or enacted by an ML model may be determined
through a traceback of the decision-making process. The
process may then return to operation 902 to generate a
natural language response identifying the rationale why the
alternative was not enacted (or if enacted, why it did not
resolve a problem).

If the alternative was not considered, then the process
analyzes the criteria associated with making the decision
(operation 910). If the alternative does not satisfy one or
more parameters for making a decision, then the process
may identify the precise criterion or criteria that were
violated in a query response. If a reason why the alternative
was not considered is not discernable, then the query
response may also generate a corresponding query response.

The end user may submit additional contrafactual and
counterfactual queries to system 200. Once the end user is
satisfied, the process records the explanation (operation
912).

FIG. 10 illustrates counterfactual query structure 1000 in
accordance with some embodiments. As previously indi-
cated, a counterfactual explanation may provide reasons
why a particular proposal did not affect the outcome in a
situation (e.g.., “Why not X?”). The query process may
traverse the “alternative™ links to rationale 1002 to deter-
mine which alternative proposals were considered, such as
proposal 1004. The process may then traverse the link to
review node 1006 to determine how the proposal was
assessed and why it was not enacted. If a human-in-the-loop
was involved in the assessment, then the process may
traverse a link from review node 1006 to an agent node to
determine which user assessed the proposal. The informa-
tion may be extracted and used to generate a natural lan-
guage query response.

FIG. 11 illustrates contrastive query structure 1100 in
accordance with some embodiments. A contrastive explana-
tion may provide reasons why a particular proposal was not
considered by the ML-guided decision-making processes
(e.g., “Why was X not considered?””). The query process
may traverse the “applies to” and “needs” links to goal node
1104 and criterion node 1106, respectively. The process may
further traverse the “enforces™ link from criterion node to
intent node 1108. The process may analyze the data in these
nodes to determine whether the alternative contravenes a
criterion, intent, or goal of the decision-making process. If
so, then the query response may present the violation as a
reason why the alternative was not assessed and enacted.

In some embodiments, the queries may be performed to
determine how the ML outputs affected system administra-
tion, if at all, and whether human operator error occurred.
For example, the query response may identify whether the
human took unnecessary actions such as performing an
action even though there were no ML-generated alerts for a
set of monitored traces, ignored ML guidance such as failing
to take action even though there was an ML-generated alert
for the set of monitored traces, or took an action contrary to
the action recommended by the ML guidance system.

When circumstances change, a process may be executed
to revisit a previous decision. If a decision was modified,
then any decisions that depend on the altered decisions may
be reconsidered. The data may be modelled in a bitemporal
database to allow users to query decision rationale data not
only as it actually was recorded in the past but also as it
should have been recorded based on the changes in the
circumstances. If a goal is changed, then any rationale that
applies to the goal may be reconsidered and updated in the
bitemporal database. Similar reconsideration may be applied
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if there are changes to criteria, such as new regulatory rules,
or if new scientific discoveries alter the context. The queries
may thus determine how the outcome may have differed if
the ML-guidance system had the same information for a past
decision.

5. Recorded Explanations and Machine-Learning
Applications

In some embodiments, the decision rationales and data
models described herein are integrated with one or more
design rationale management tools. For example, a training
dataset may comprise a set of outcomes and one or more
corresponding decision rationales. The training dataset may
be formed based on the recorded explanations that satisfy
the end users during the query processes. The training
dataset may be used to train one or more post-event root-
cause analyses (RCA), Failure-Modes and Effects Analyses
(FMEA) and/or other ML models. The training process may
extrapolate patterns in the recorded explanations and/or
associated rationale data to predict likely explanations for
new examples in the future. A training process may include
forming feature vectors based on the explanations and
rationale data model, separating the dataset into training
examples and test examples, generating a set of candidate
ML model parameters, such as weights and biases, based on
the training examples, and selecting the candidate ML model
parameters that yield the lowest estimate error relative to the
test examples. Example ML models used for RCA and
FMEA may include artificial neural networks, support vec-
tor machines, MSET, and decision trees.

Once trained, the ML models may be applied to perform
systematic automated RCA or FMEA when human-in-the-
loop supervisory control decision making was part of the
successful or catastrophic outcome. For example, a trained
RCA model may be applied to isolate the root cause in a
system where decisions are made across several nodes at
several different levels. An FMEA model may be applied to
identify and quantify potential failure modes within a system
or asset. Responsive to detecting the root cause of a problem,
the system may determine whether to trigger any down-
stream automated action to address the problem or notifying
a human administrator about the predicted cause. Example
downstream actions may include applying patches that
address bugs or security issues, reconfiguring system
resources to optimize system performance, bringing
resources online to handle increased demand, migrating
system resources to shift processes away from poorly per-
forming nodes of execution, and/or shutting down system
resources.

6. Computer Networks and Cloud Networks

In one or more embodiments, a computer network pro-
vides connectivity among a set of nodes. The nodes may be
local to and/or remote from each other. The nodes are
connected by a set of links. Examples of links include a
coaxial cable, an unshielded twisted cable, a copper cable,
an optical fiber, and a virtual link.

A subset of nodes implements the computer network.
Examples of such nodes include a switch, a router, a firewall,
and a network address translator (NAT). Another subset of
nodes uses the computer network. Such nodes (also referred
to as “hosts”) may execute a client process and/or a server
process. A client process makes a request for a computing
service (such as, execution of a particular application, and/or
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storage of a particular amount of data). A server process
responds by executing the requested service and/or returning
corresponding data.

A computer network may be a physical network, includ-
ing physical nodes connected by physical links. A physical
node is any digital device. A physical node may be a
function-specific hardware device, such as a hardware
switch, a hardware router, a hardware firewall, and a hard-
ware NAT. Additionally or alternatively, a physical node
may be a generic machine that is configured to execute
various virtual machines and/or applications performing
respective functions. A physical link is a physical medium
connecting two or more physical nodes. Examples of links
include a coaxial cable, an unshielded twisted cable, a
copper cable, and an optical fiber.

A computer network may be an overlay network. An
overlay network is a logical network implemented on top of
another network (such as, a physical network). Each node in
an overlay network corresponds to a respective node in the
underlying network. Hence, each node in an overlay net-
work is associated with both an overlay address (to address
to the overlay node) and an underlay address (to address the
underlay node that implements the overlay node). An over-
lay node may be a digital device and/or a software process
(such as, a virtual machine, an application instance, or a
thread) A link that connects overlay nodes is implemented as
a tunnel through the underlying network. The overlay nodes
at either end of the tunnel treat the underlying multi-hop path
between them as a single logical link. Tunneling is per-
formed through encapsulation and decapsulation.

In an embodiment, a client may be local to and/or remote
from a computer network. The client may access the com-
puter network over other computer networks, such as a
private network or the Internet. The client may communicate
requests to the computer network using a communications
protocol, such as HTTP. The requests are communicated
through an interface, such as a client interface (such as a web
browser), a program interface, or an application program-
ming interface (API).

In an embodiment, a computer network provides connec-
tivity between clients and network resources. Network
resources include hardware and/or software configured to
execute server processes. Examples of network resources
include a processor, a data storage, a virtual machine, a
container, and/or a software application. Network resources
are shared amongst multiple clients. Clients request com-
puting services from a computer network independently of
each other. Network resources are dynamically assigned to
the requests and/or clients on an on-demand basis. Network

resources assigned to each request and/or client may be :

scaled up or down based on, for example, (a) the computing
services requested by a particular client, (b) the aggregated
computing services requested by a particular tenant, and/or
(c) the aggregated computing services requested of the

computer network. Such a computer network may be 3

referred to as a “cloud network.”

In an embodiment, a service provider provides a cloud
network to one or more end users. Various service models
may be implemented by the cloud network, including but not
limited to Software-as-a-Service (SaaS), Platform-as-a-Ser-
vice (PaaS), and Infrastructure-as-a-Service (laaS). In SaaS,
a service provider provides end users the capability to use
the service provider’s applications, which are executing on
the network resources. In PaaS, the service provider pro-
vides end users the capability to deploy custom applications
onto the network resources. The custom applications may be
created using programming languages, libraries, services,
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and tools supported by the service provider. In laaS, the
service provider provides end users the capability to provi-
sion processing, storage, networks, and other fundamental
computing resources provided by the network resources.
Any arbitrary applications, including an operating system,
may be deployed on the network resources.

In an embodiment, various deployment models may be
implemented by a computer network, including but not
limited to a private cloud, a public cloud, and a hybrid cloud.
In a private cloud, network resources are provisioned for
exclusive use by a particular group of one or more entities
(the term “entity” as used herein refers to a corporation,
organization, person, or other entity). The network resources
may be local to and/or remote from the premises of the
particular group of entities. In a public cloud, cloud
resources are provisioned for multiple entities that are
independent from each other (also referred to as “tenants” or
“customers”). The computer network and the network
resources thereof are accessed by clients corresponding to
different tenants. Such a computer network may be referred
to as a “multi-tenant computer network.” Several tenants
may use a same particular network resource at different
times and/or at the same time. The network resources may
be local to and/or remote from the premises of the tenants.
In a hybrid cloud, a computer network comprises a private
cloud and a public cloud. An interface between the private
cloud and the public cloud allows for data and application
portability. Data stored at the private cloud and data stored
at the public cloud may be exchanged through the interface.
Applications implemented at the private cloud and applica-
tions implemented at the public cloud may have dependen-
cies on each other. A call from an application at the private
cloud to an application at the public cloud (and vice versa)
may be executed through the interface.

In an embodiment, tenants of a multi-tenant computer
network are independent of each other. For example, a
business or operation of one tenant may be separate from a
business or operation of another tenant. Different tenants
may demand different network requirements for the com-
puter network. Examples of network requirements include
processing speed, amount of data storage, security require-
ments, performance requirements, throughput requirements,
latency requirements, resiliency requirements, Quality of
Service (QoS) requirements, tenant isolation, and/or consis-
tency. The same computer network may need to implement
different network requirements demanded by different ten-
ants.

In one or more embodiments, in a multi-tenant computer
network, tenant isolation is implemented to ensure that the
applications and/or data of different tenants are not shared
with each other. Various tenant isolation approaches may be
used.

In an embodiment, each tenant is associated with a tenant
ID. Each network resource of the multi-tenant computer
network is tagged with a tenant ID. A tenant is permitted
access to a particular network resource only if the tenant and
the particular network resources are associated with a same
tenant ID.

In an embodiment, each tenant is associated with a tenant
ID. Each application, implemented by the computer net-
work, is tagged with a tenant ID. Additionally or alterna-
tively, each data structure and/or dataset, stored by the
computer network, is tagged with a tenant ID. A tenant is
permitted access to a particular application, data structure,
and/or dataset only if the tenant and the particular applica-
tion, data structure, and/or dataset are associated with a same
tenant ID.
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As an example, each database implemented by a multi-
tenant computer network may be tagged with a tenant ID.
Only a tenant associated with the corresponding tenant 1D
may access data of a particular database. As another
example, each entry in a database implemented by a multi-
tenant computer network may be tagged with a tenant ID.
Only a tenant associated with the corresponding tenant 1D
may access data of a particular entry. However, the database
may be shared by multiple tenants.

In an embodiment, a subscription list indicates which
tenants have authorization to access which applications. For
each application, a list of tenant IDs of tenants authorized to
access the application is stored. A tenant is permitted access
to a particular application only if the tenant ID of the tenant
is included in the subscription list corresponding to the
particular application.

In an embodiment, network resources (such as digital
devices, virtual machines, application instances, and
threads) corresponding to different tenants are isolated to
tenant-specific overlay networks maintained by the multi-
tenant computer network. As an example, packets from any
source device in a tenant overlay network may only be
transmitted to other devices within the same tenant overlay
network. Encapsulation tunnels are used to prohibit any
transmissions from a source device on a tenant overlay
network to devices in other tenant overlay networks. Spe-
cifically, the packets, received from the source device, are
encapsulated within an outer packet. The outer packet is
transmitted from a first encapsulation tunnel endpoint (in
communication with the source device in the tenant overlay
network) to a second encapsulation tunnel endpoint (in
communication with the destination device in the tenant
overlay network). The second encapsulation tunnel endpoint
decapsulates the outer packet to obtain the original packet
transmitted by the source device. The original packet is
transmitted from the second encapsulation tunnel endpoint
to the destination device in the same particular overlay
network.

7. Microservice Applications

According to an embodiment, the techniques described
herein are implemented in a microservice architecture. A
microservice in this context refers to software logic designed
to be independently deployable, having endpoints that may
be logically coupled to other microservices to build a variety
of applications. Applications built using microservices are
distinct from monolithic applications, which are designed as
a single fixed unit and generally comprise a single logical
executable. With microservice applications, different micro-
services are independently deployable as separate
executables. Microservices may communicate using HTTP
messages and/or according to other communication proto-
cols via API endpoints. Microservices may be managed and
updated separately, written in different languages, and be
executed independently from other microservices.

Microservices provide flexibility in managing and build-
ing applications. Different applications may be built by
connecting different sets of microservices without changing
the source code of the microservices. Thus, the microser-
vices act as logical building blocks that may be arranged in
a variety of ways to build different applications. Microser-
vices may provide monitoring services that notify a micro-
services manager (such as If-This-Then-That (IFTTT),
Zapier, or Oracle Self-Service Automation (OSSA)) when
trigger events from a set of trigger events exposed to the
microservices manager occur. Microservices exposed for an
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application may alternatively or additionally provide action
services that perform an action in the application (control-
lable and configurable via the microservices manager by
passing in values, connecting the actions to other triggers
and/or data passed along from other actions in the micros-
ervices manager) based on data received from the micros-
ervices manager. The microservice triggers and/or actions
may be chained together to form recipes of actions that occur
in optionally different applications that are otherwise
unaware of or have no control or dependency on each other.
These managed applications may be authenticated or
plugged in to the microservices manager, for example, with
user-supplied application credentials to the manager, with-
out requiring reauthentication each time the managed appli-
cation is used alone or in combination with other applica-
tions.

In an embodiment, microservices may be connected via a
GUI. For example, microservices may be displayed as
logical blocks within a window, frame, other element of a
GUI. A user may drag and drop microservices into an area
of the GUI used to build an application. The user may
connect the output of one microservice into the input of
another microservice using directed arrows or any other GUI
element. The application builder may run verification tests to
confirm that the output and inputs are compatible (e.g., by
checking the datatypes, size restrictions, etc.)

Triggers

The techniques described above may be encapsulated into
a microservice, according to an embodiment. In other words,
a microservice may trigger a notification (into the micros-
ervices manager for optional use by other plugged in appli-
cations, herein referred to as the “target” microservice)
based on the above techniques and/or may be represented as
a GUI block and connected to one or more other microser-
vices. The trigger condition may include absolute or relative
thresholds for values, and/or absolute or relative thresholds
for the amount or duration of data to analyze, such that the
trigger to the microservices manager occurs whenever a
plugged-in microservice application detects that a threshold
is crossed. For example, a user may request a trigger into the
microservices manager when the microservice application
detects a value has crossed a triggering threshold.

In one embodiment, the trigger, when satisfied, might
output data for consumption by the target microservice. In
another embodiment, the trigger, when satisfied, outputs a
binary value indicating the trigger has been satisfied, or
outputs the name of the field or other context information for
which the trigger condition was satisfied. Additionally or
alternatively, the target microservice may be connected to
one or more other microservices such that an alert is input
to the other microservices. Other microservices may per-
form responsive actions based on the above techniques,
including, but not limited to, deploying additional resources,
adjusting system configurations, and/or generating GUIs.
Actions

In an embodiment, a plugged-in microservice application
may expose actions to the microservices manager. The
exposed actions may receive, as input, data or an identifi-
cation of a data object or location of data, that causes data
to be moved into a data cloud.

In an embodiment, the exposed actions may receive, as
input, a request to increase or decrease existing alert thresh-
olds. The input might identify existing in-application alert
thresholds and whether to increase or decrease, or delete the
threshold. Additionally or alternatively, the input might
request the microservice application to create new in-appli-
cation alert thresholds. The in-application alerts may trigger
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alerts to the user while logged into the application, or may
trigger alerts to the user using default or user-selected alert
mechanisms available within the microservice application
itself, rather than through other applications plugged into the
microservices manager.

In an embodiment, the microservice application may
generate and provide an output based on input that identifies,
locates, or provides historical data, and defines the extent or
scope of the requested output. The action, when triggered,
causes the microservice application to provide, store, or
display the output, for example, as a data model or as
aggregate data that describes a data model.

8. Hardware Overview

According to one embodiment, the techniques described
herein are implemented by one or more special-purpose
computing devices. The special-purpose computing devices
may be hard-wired to perform the techniques, or may
include digital electronic devices such as one or more
application-specific integrated circuits (ASICs), field pro-
grammable gate arrays (FPGAs), or network processing
units (NPUs) that are persistently programmed to perform
the techniques, or may include one or more general purpose
hardware processors programmed to perform the techniques
pursuant to program instructions in firmware, memory, other
storage, or a combination. Such special-purpose computing
devices may also combine custom hard-wired logic, ASICs,
FPGAs, or NPUs with custom programming to accomplish
the techniques. The special-purpose computing devices may
be desktop computer systems, portable computer systems,
handheld devices, networking devices or any other device
that incorporates hard-wired and/or program logic to imple-
ment the techniques.

For example, FIG. 12 is a block diagram that illustrates
computer system 1200 upon which one or more embodi-
ments may be implemented. Computer system 1200
includes bus 1202 or other communication mechanism for
communicating information, and a hardware processor 1204
coupled with bus 1202 for processing information. Hard-
ware processor 1204 may be, for example, a general purpose
MiCroprocessor.

Computer system 1200 also includes main memory 1206,
such as a random access memory (RAM) or other dynamic
storage device, coupled to bus 1202 for storing information
and instructions to be executed by processor 1204. Main
memory 1206 also may be used for storing temporary
variables or other intermediate information during execution
of instructions to be executed by processor 1204. Such
instructions, when stored in non-transitory storage media
accessible to processor 1204, render computer system 1200
into a special-purpose machine that is customized to perform
the operations specified in the instructions.

Computer system 1200 further includes read only
memory (ROM) 1208 or other static storage device coupled
to bus 1202 for storing static information and instructions
for processor 1204. Storage device 1210, such as a magnetic
disk or optical disk, is provided and coupled to bus 1202 for
storing information and instructions.

Computer system 1200 may be coupled via bus 1202 to
display 1212, such as a cathode ray tube (CRT) or light
emitting diode (LED) monitor, for displaying information to
a computer user. Input device 1214, which may include
alphanumeric and other keys, is coupled to bus 1202 for
communicating information and command selections to
processor 1204. Another type of user input device is cursor
control 1216, such as a mouse, a trackball, touchscreen, or
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cursor direction keys for communicating direction informa-
tion and command selections to processor 1204 and for
controlling cursor movement on display 1212. Input device
1214 typically has two degrees of freedom in two axes, a
first axis (e.g., X) and a second axis (e.g., y), that allows the
device to specify positions in a plane.

Computer system 1200 may implement the techniques
described herein using customized hard-wired logic, one or
more ASICs or FPGAs, firmware and/or program logic
which in combination with the computer system causes or
programs computer system 1200 to be a special-purpose
machine. According to one embodiment, the techniques
herein are performed by computer system 1200 in response
to processor 1204 executing one or more sequences of one
or more instructions contained in main memory 1206. Such
instructions may be read into main memory 1206 from
another storage medium, such as storage device 1210.
Execution of the sequences of instructions contained in main
memory 1206 causes processor 1204 to perform the process
steps described herein. In alternative embodiments, hard-
wired circuitry may be used in place of or in combination
with software instructions.

The term “storage media” as used herein refers to any
non-transitory media that store data and/or instructions that
cause a machine to operate in a specific fashion. Such
storage media may comprise non-volatile media and/or
volatile media. Non-volatile media includes, for example,
optical or magnetic disks, such as storage device 1210.
Volatile media includes dynamic memory, such as main
memory 1206. Common forms of storage media include, for
example, a floppy disk, a flexible disk, hard disk, solid state
drive, magnetic tape, or any other magnetic data storage
medium, a CD-ROM, any other optical data storage
medium, any physical medium with patterns of holes, a
RAM, a PROM, and EPROM, a FLASH-EPROM,
NVRAM, any other memory chip or cartridge, content-
addressable memory (CAM), and ternary content-address-
able memory (TCAM).

Storage media is distinct from but may be used in con-
junction with transmission media. Transmission media par-
ticipates in transferring information between storage media.
For example, transmission media includes coaxial cables,
copper wire and fiber optics, including the wires that com-
prise bus 1202. Transmission media can also take the form
of acoustic or light waves, such as those generated during
radio-wave and infra-red data communications.

Various forms of media may be involved in carrying one
or more sequences of one or more instructions to processor
1204 for execution. For example, the instructions may
initially be carried on a magnetic disk or solid state drive of
a remote computer. The remote computer can load the
instructions into its dynamic memory and send the instruc-
tions over a network line, such as a telephone line, a fiber
optic cable, or a coaxial cable, using a modem. A modem
local to computer system 1200 can receive the data on the
network line and use an infra-red transmitter to convert the
data to an infra-red signal. An infra-red detector can receive
the data carried in the infra-red signal and appropriate
circuitry can place the data on bus 1202. Bus 1202 carries
the data to main memory 1206, from which processor 1204
retrieves and executes the instructions. The instructions
received by main memory 1206 may optionally be stored on
storage device 1210 either before or after execution by
processor 1204.

Computer system 1200 also includes a communication
interface 1218 coupled to bus 1202. Communication inter-
face 1218 provides a two-way data communication coupling
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to a network link 1220 that is connected to a local network
1222. For example, communication interface 1218 may be
an integrated services digital network (ISDN) card, cable
modem, satellite modem, or a modem to provide a data
communication connection to a corresponding type of tele-
phone line. As another example, communication interface
1218 may be a local area network (LAN) card to provide a
data communication connection to a compatible LAN. Wire-
less links may also be implemented. In any such implemen-
tation, communication interface 1218 sends and receives
electrical, electromagnetic or optical signals that carry digi-
tal data streams representing various types of information.

Network link 1220 typically provides data communica-
tion through one or more networks to other data devices. For
example, network link 1220 may provide a connection
through local network 1222 to a host computer 1224 or to
data equipment operated by an Internet Service Provider
(ISP) 1226. ISP 1226 in turn provides data communication
services through the world wide packet data communication
network now commonly referred to as the “Internet™ 1228.
Local network 1222 and Internet 1228 both use electrical,
electromagnetic or optical signals that carry digital data
streams. The signals through the various networks and the
signals on network link 1220 and through communication
interface 1218, which carry the digital data to and from
computer system 1200, are example forms of transmission
media.

Computer system 1200 can send messages and receive
data, including program code, through the network(s), net-
work link 1220 and communication interface 1218. In the
Internet example, a server 1230 might transmit a requested
code for an application program through Internet 1228, ISP
1226, local network 1222 and communication interface
1218.

The received code may be executed by processor 1204 as
it is received, and/or stored in storage device 1210, or other
non-volatile storage for later execution.

9. Miscellaneous; Extensions

Embodiments are directed to a system with one or more
devices that include a hardware processor and that are
configured to perform any of the operations described herein
and/or recited in any of the claims below.

In an embodiment, a non-transitory computer readable
storage medium comprises instructions which, when
executed by one or more hardware processors, causes per-
formance of any of the operations described herein and/or
recited in any of the claims.

Any combination of the features and functionalities -

described herein may be used in accordance with one or
more embodiments. In the foregoing specification, embodi-
ments have been described with reference to numerous
specific details that may vary from implementation to imple-

mentation. The specification and drawings are, accordingly, -

to be regarded in an illustrative rather than a restrictive
sense. The sole and exclusive indicator of the scope of the
invention, and what is intended by the applicants to be the
scope of the invention, is the literal and equivalent scope of
the set of claims that issue from this application, in the
specific form in which such claims issue, including any
subsequent correction.
What is claimed is:
1. A method comprising:
generating, within a database, a rationale data structure
associated with at least one artificial-intelligence
guided process that is supervised by at least one human
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operator and triggers automated actions using a set of
one or more machine learning models, wherein the
rationale data structure includes a set of links tracing a
sequence of decisions over time leading to an outcome,
wherein the set of links is traversable backwards
through time, wherein the set of links identifies: (a) a
plurality of outputs of the set of one or more machine
learning models, (b) an indication of which of the
plurality of outputs resulted in a prompt for human
feedback, and (c) at least one action associated with the
at least one human operator that lead to the outcome;

receiving a query for an explanation of the outcome of the
at least one artificial-intelligence guided process that is
supervised by the at least one human operator;

responsive to receiving the query, determining, based on
a traversal of the set of links associating the plurality of
outputs of the set of one or more machine learning
models and the at least one action associated with the
at least one human operator, whether the outcome was
caused by human operator error or the set of one or
more machine-learning models;

generating a query response indicating whether the out-

come was caused by human operator error or at least
one output of the plurality of outputs of the set of one
or more machine-learning models; and

responsive to determining that outcome was caused by at

least one output of the plurality of outputs of the set of
one or more machine learning models, updating, based
on the rationale data structure, one or more machine-
learning model parameters to isolate at least one prob-
lem associated with the artificial-intelligence guided
process causing the outcome.

2. The method of claim 1, wherein determining whether
the outcome was caused by human operator error comprises:
determining that the human operator performed an action
that was not induced by guidance of one or more machine-
learning processes.

3. The method of claim 1, wherein determining whether
the outcome was caused by human operator error comprises:
determining that an output of a machine-learning model
generated an alarm for a set of one or more monitored traces
and that the human operator did not perform evasive or
mitigating actions.

4. The method of claim 1, wherein determining whether
the outcome was caused by human operator error comprises:
determining that an output of the machine-learning model
generated an alarm for a set of one or more monitored traces
and that the human operator performed a wrong evasive or
mitigating action.

5. The method of claim 1, wherein the rationale data
structure is generated as a function of a set of one or more
logs, metadata, or traces relevant to the output of a machine-
learning model.

6. The method of claim 1, further comprising: receiving a
second query for further details associated with the expla-
nation of the outcome; responsive to the second query,
identifying, within a hierarchy of rationale data structures, a
second set of one or more rationale data structures that are
linked to the rationale data structure; and generating a
second response to the second query for the further details
associated with the explanation of the outcome based on the
second set of one or more rationale data structures.

7. The method of claim 1, further comprising: receiving a
second query to explain why an alternative was not included
in the explanation; responsive to the second query, deter-
mining whether the alternative was considered; and gener-
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ating a second response to the second query based at least in
part on whether the alternative was considered.
8. The method of claim 1, wherein generating the ratio-
nale data structure comprises: receiving a set of raw data
from a plurality of sensors; generating, based on the set of
raw data, a set of perceptions; and generating, based on the
set of perceptions, a set of hypotheses that explain a per-
ceived situation, wherein the set of links include at least one
link between the set of perceptions and the set of hypotheses.
9. The method of claim 1, wherein the one or more
machine-learning models generate an output using a deter-
ministic process.
10. The method of claim 1, further comprising: generat-
ing, by a training process, a training dataset based at least in
part on the explanation of the outcome; training, by the
training process as a function of the training dataset, one or
more other machine learning models.
11. A non-transitory computer readable medium storing
instructions which, when executed by one or more hardware
processors, cause:
generating, within a database, a rationale data structure
associated with at least one artificial-intelligence
guided process that is supervised by at least one human
operator and triggers automated actions using a set of
one or more machine learning models, wherein the
rationale data structure includes a set of links tracing a
sequence of decisions over time leading to an outcome,
wherein the set of links is traversable backwards
through time, wherein the set of links identifies: (a) a
plurality of outputs of the set of one or more machine
learning models, (b) an indication of which of the
plurality of outputs resulted in a prompt for human
feedback, and (c) at least one action associated with the
at least one human operator that lead to the outcome;

receiving a query for an explanation of the outcome of the
at least one artificial-intelligence guided process that is
supervised by the at least one human operator;

responsive to receiving the query, determining, based on
a traversal of the set of links associating the plurality of
outputs of the set of one or more machine learning
models and the at least one action associated with the
at least one human operator, whether the outcome was
caused by human operator error or the set of one or
more machine-learning models;

generating a query response indicating whether the out-

come was caused by human operator error or at least
one output of the plurality of outputs of the set of one
or more machine-learning models; and

responsive to determining that outcome was caused by at

least one output of the plurality of outputs of the set of :

one or more machine learning models, updating, based
on the rationale data structure, one or more machine-
learning model parameters to isolate at least one prob-
lem associated with the artificial-intelligence guided
process causing the outcome.

12. The non-transitory computer-readable medium of
claim 11, wherein determining whether the outcome was
caused by human operator error comprises: determining that
the human operator performed an action that was not
induced by guidance of one or more machine-learning
processes.

13. The non-transitory computer-readable medium of
claim 11, wherein determining whether the outcome was
caused by human operator error comprises: determining that
an output of a machine-learning model generated an alarm
for a set of one or more monitored traces and that the human
operator did not perform evasive or mitigating actions.
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14. The non-transitory computer-readable medium of
claim 11, wherein determining whether the outcome was
caused by human operator error comprises: determining that
an output of the machine-learning model generated an alarm
for a set of one or more monitored traces and that the human
operator performed a wrong evasive or mitigating action.

15. The non-transitory computer-readable medium of
claim 11, wherein the rationale data structure is generated as
a function of a set of one or more logs, metadata, or traces
relevant to the output of a machine-learning model.

16. The non-transitory computer-readable medium of
claim 11, wherein the instructions further cause: receiving a
second query for further details associated with the expla-
nation of the outcome; responsive to the second query,
identifying, within a hierarchy of rationale data structures, a
second set of one or more rationale data structures that are
linked to the rationale data structure; and generating a
second response to the second query for the further details
associated with the explanation of the outcome based on the
second set of one or more rationale data structures.

17. The non-transitory computer-readable medium of
claim 11, wherein the instructions further cause: receiving a
second query to explain why an alternative was not included
in the explanation; responsive to the second query, deter-
mining whether the alternative was considered; and gener-
ating a second response to the second query based at least in
part on whether the alternative was considered.

18. The non-transitory computer-readable medium of
claim 11, wherein generating the rationale data structure
comprises: receiving a set of raw data from a plurality of
sensors; generating, based on the set of raw data, a set of
perceptions; and generating, based on the set of perceptions,
a set of hypotheses that explain a perceived situation,
wherein the set of links include at least one link between the
set of perceptions and the set of hypotheses.

19. The non-transitory computer-readable medium of
claim 11, the one or more machine-learning models generate
an output using a deterministic process.

20. A system comprising:

one or more hardware processors;

one or more non-transitory computer-readable media stor-

ing instructions which, when executed by the one or

more hardware processors, cause:

generating, within a database, a rationale data structure
associated with at least one artificial-intelligence
guided process that is supervised by at least one
human operator and triggers automated actions using
a set of one or more machine learning models,
wherein the rationale data structure includes a set of
links tracing a sequence of decisions over time
leading to an outcome, wherein the set of links is
traversable backwards through time, wherein the set
of links identifies: (a) a plurality of outputs of the set
of one or more machine learning models, (b) an
indication of which of the plurality of outputs
resulted in a prompt for human feedback, and (c) at
least one action associated with the at least one
human operator that lead to the outcome;

receiving a query for an explanation of the outcome of
the at least one artificial-intelligence guided process
that is supervised by the at least one human operator;

responsive to receiving the query, determining, based
on a traversal of the set of links associating the
plurality of outputs of the set of one or more machine
learning models and the at least one action associated
with the at least one human operator, whether the
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outcome was caused by human operator error or the
set of one or more machine-learning models;
generating a query response indicating whether the
outcome was caused by human operator error or at
least one output of the plurality of outputs of the set 5
of one or more machine-learning models; and
responsive to determining that outcome was caused by
at least one output of the plurality of outputs of the
set of one or more machine learning models, updat-
ing, based on the rationale data structure, one or 10
more machine-learning model parameters to isolate
at least one problem associated with the artificial-
intelligence guided process causing the outcome.
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